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1. Basic terms, definitions and abbreviations
Internal control system (ICS) is the whole range of control procedures, methods and mechanisms being established by the Board of Directors and Management of the Company to ensure proper performance of business transactions. Internal control procedures are the integral part of business-processes of the Company. They are being conducted either during the whole business-process or directly before of after task performance. 

Internal control system helps: 

· to ensure performance of economic tasks whilst the Company is managed actively  and efficiently; 

· to ensure compliance with regulatory requirements; 

· to ensure safekeeping of assets; 

· to prevent faults and violations, to detect them and to reduce their number; 

· to ensure relevance, 
truthfulness, 
integrity and accuracy of accounting; 

· to ensure preparation of timely and truthful financial statements. 

Internal control (IC) is a process intended to ensuring reasonable assurance of achievement of the following objectives: effective and resultative 
resource exploitation of the Company, safekeeping of assets, compliance with legal requirements and submission of truthful reporting.

Internal audit (IA) is an activity on evaluation of reliability and efficiency of ICS in the Company, risk management system, efficiency and profitability of management of business-processes, as well as rendering of consultative support to the Company Management at the stage of development of systems and procedures of ICS. 

Risk management (RM) is a process being implemented by the Board of Directors, Heads and other employees of the Company intended to detachment, management and control of events which may negatively influence on achievement of objectives of the Company.

Risk management system (RMS) is a complex of processes, methods, information systems intended to achievement of tasks and objectives of risk management. 

Risk is a mixture of probability of the event and its consequences (ISO/IEC Guide 73:2002). According to the tenor of this document a risk (risk event) shall be understood to mean probable event which may influence on achievement of strategic and operating objectives of the Company all in all. Influence of risk is subdivided into negative and positive. 

Risk appetite is a risk magnitude which organisation is ready to accept in order to achieve goal of its value increase.

Source (factor) of risk is circumstance, environment state comprising probability of risk event occurrence. 

Consequences of risk are events which the most probably will come after risk has occurred. Consequences of risk are expressed in influence on efficiency and terms of performance of tasks, financial result, reputation, reliability of rendering of services, human resources and other factors of achievement of strategic and operating objectives of the Company.

Risk probability is a measure of probability of risk event occurrence.

Risk materiality is a measure of consequences of risk event occurrence.

Risk management is a process being performed by Heads and specialists at all levels of management of the Company and its structural subdivisions which includes:

· identification and assessment of risks, 

· their ranking
· impact on risks within risk-appetite 
in order to ensure reasonable guarantee of  achievement of strategic and operating objectives of the Company (COSO ERM). 

Risk owner is a Head of subdivision (business-process) on which strategic or operating objectives this risk directly influences. Risk owner is responsible for identification, assessment and monitoring of risk management and is appointed to the position of the Company General Director.

Guarantor is a person responsible for organization of processes of risk management.

Risk certificate is a document containing all available information on risk.

Risk register is a data base containing key information on the Company risks.

Key risk indicators (KRI) are quantitative indicators of risk sources (factors). 

Coordinator of RMS is a person or subdivision responsible for coordination of processes of management of risks of the Company and its branches, in particular, collection and actualization of information on risks, consulting of risk owners on risk management methodology, providing interested persons with information.
Coordinator of ICS is a person or subdivision responsible for coordination of internal control processes of the Company and its branches, in particular, development of methods, forms and patterns on description of business-processes “as they are”, coordination of description of business-processes, risks, control procedures and their standardization, consulting of participants and Heads of business-processes on internal control methodology, providing interested persons with information.

Cross-functional interaction within the framework of RMS is a process of interfunctional (interprocess) risks (risks that influence on goals of several functions (business-processes) management which is based on collegial decisions taken jointly on the grounds of information assigned to different functions (business-processes).
ISO/IEC Guide 73:2002 is a guide of the International Organization for standardization and International Electrotechnical Commission “Risk management. Dictionary”.

COSO ERM is a model of risk management of the enterprise of Sponsoring Organizations of the Treadway Commission, which is used widely in the world risk management practice.

Control procedures are a set of actions which allow excluding (reducing) risk occurrence probability or preventing its consequences.

Internal control subjects are the Board of Directors (Committee for Audit under the Board of Directors), General Director (Management Board), Internal Control, Audit and Risk Management Department as well as subdivisions and employees of the Company and branches which are responsible for performance of internal control, audit and risk management functions assigned to them (by internal documents of the Company).

Check is a control action or inspection of state of affairs in a certain field of the Company business.

ICS audit of business-processes of the Company is a measure consisting in collection, assessment and analysis of audit evidences relating to ICS of business-process which is subject to audit and resulted in an auditor’s opinion on ICS reliability degree of this business-process.
Structural subdivision is a subdivision of the approved organizational structure of the Executive apparatus of the Company (IA) and its branches.
2. General provisions
Risk management policy in IDGC of Centre, JSC (hereinafter referred to as the Policy) sets out main principles of organization, implementation, and control of the processes of risk management in IDGC of Centre, JSC (hereinafter referred to as the Company). The Policy determines primary actions intended to construction of the risk management system. 

This document comprises the following fields:

· Risk management strategy
· Goals and tasks of Risk management system;

· Principles and requirements to Risk management system;

· Risk-appetite; 
· Priority areas of risks of the Company (classification).

· Principal processes of risk management:

· Identification and assessment of risks;

· Development and implementation of risk management measures;

· Monitoring of risks.

· Architecture of risk management system:

· Levels of risk management;

· Organizational structure of risk management subdivisions;

· Roles and responsibility of  participants of Risk management system;

· Information support of risk management system.

· Reporting on risks:

· Regulatory documents and standards;

· Communications, minutes and reports;

· Estimation of risk management efficiency.

The Policy is based on the best practices of risk management in power sector, and accounts the provisions of conceptual frameworks of risk management COSO ERM, standard ISO/IEC Guide 73:2002, as well as the other documents in risk management field accepted in the world. 

The document is intended to Heads and specialists of all levels of the Company management, its structural subdivisions, branches, as well as other participants of risk management processes and interested parties. 

3. Risk management strategy
Risk management strategy includes goals, tasks, principles, priority fields in risk management, as well as approach to selection of risk-appetite.

3.1 Risk management goals and tasks
Table 3.1 provides risk management goals and tasks.

Table 3.1. Goals and tasks of the RMS
	Goals
	Tasks

	Assurance of reasonable guarantee of achievement of strategic goals 
	· Identification and assessment of materiality of events influencing on achievement of strategic goals;

· Ensuring of preventive measures intended to minimization of probability and negative influence of risks on goals;

· Strategic planning with allowance for risks;

· Timely informing General Director (Management Board) of the Company and interested parties on availability of threats and opportunities;

· Monitoring of measures intended to control over risks.

	Safekeeping of assets and maintenance of business efficiency 
	· Identification, assessment and risk management of business-processes;

· Providing information on risks when taking managerial decisions;

· Formation of matrices of risk-controls;

· Development and management of system of key risk indicators (KRI);

· Suppression of fraud.

	Ensuring 
continuity of electric power transmission 
	· Formation of risk situation response programs;

· Regulation of processes of localization of consequences of risk events;

· Coordination, ensuring and estimation of efficiency of timely emergency response.


3.2 Principles and requirements to functioning of risk management system 
The Risk management system is based on the following principles:

· System approach. Management of all types of risks is performed in all key fields of activity, at all levels of the Company management.

· Responsibility for risk management. Every employee of the Company considers risk management within his/her competence, knowledge and available information to be one of his/her tasks.

· Cross-functional interaction. Management process of cross-functional (cross-process) risks (risks influencing on goals of several functions (business-processes)) is based on collegial decisions which are taken jointly by virtue of information available to various subdivisions (participants and Heads of business-processes).

· Single information channel. Information support of the risk management system provides the opportunity to inform persons, who take decisions, on risks timely and in full.

· Split of levels of decision taking. Decisions on mitigation of risks are being taken at different levels of management depending on significance of risks. Limits of determination of level of decision taking are set on the basis of the Company risk-appetite.

· Reference to goals. Risk management is performed by reference to set goals at the level of the Company Strategy, as well as the goals of concrete processes and functions.

· Movement of risks bottom-up and top-down. Movement of information on risks for decision taking is performed form lower levels of management to higher ones. Decisions on mitigation of risks, as well as risk management control is spread form higher levels of management to lower ones. 

· Economical efficiency of risk management. The Risk management system provides economical efficiency of risk management measures. Mitigation of risks is performed basing on economic feasibility. 

· Risk management efficiency control. Risk management efficiency is performed by means of monitoring of key risk indicators (KRI) being developed for each priority field of risk management.

3.3 Approach to formation of risk-appetite 

Risk-appetite is a risk magnitude which, in the General Director’s (the Management Board’s) opinion, is considered to be acceptable for the Company or its branches. This means that the Risk-appetite corresponds to the Company resources which the General Director (the Management Board) of the Company is ready to sacrifice in case of risk event occurrence. On basis of the risk-appetite the General Director (the Management Board) decides whether to accept this risk or to work on its mitigation.

In general, the risk-appetite is linked to capability of the Company and its branches to fulfill their obligations. This is determined by reference to financial indexation of the Company, for instance, to EBITDA, net profit etc. Also along with financial indexation the risk-appetite may be linked to indicators of quality of rendering of electric power transmission services, for instance, indices of frequency and average duration of interruptions of power supply, index of repeated interruptions and others.

According to principle of split of decision taking levels for each of levels its own risk-appetite is set. 


In extraordinary circumstances at the risk-appetite level increase risk may be accepted if measures intended to its mitigation are economically ineffective or comprise even higher risks. Also, non-achievement of the risk-appetite level from the bottom does not mean absence of necessity to mitigate risk, if this is economically viable or may result in positive effect.

The risk-appetite is approved for key risks by the decision of the General Director (the Management Board) of the Company. 

3.4 Priority areas of risks 
Functional areas of activity of the Company and its branches are the key ground for classification of their risks. The Company classifier of risks approved by the General Director (the Management Board) of the Company is used for simplification of identification of risks.

All risks are classified according to the following priority directions:

· Risks of business activity;

· Risks of financial activity;

· Risks of production and economic activity;

· Risks of operational activity;

· Risks of uninterrupted and reliable supply;

· Risks of tariff-making;
· Risks of corporate governance and property management;

· Risks of legal activity;
· Risks of investment activity;

· Risks of organizational development and personnel management;

· IT-risks;

· Risks of safety management.
4. Risk management process
4.1 Identification and assessment of risks 

Identification of risks
Identification of risks is performed at all levels of the Company management in accordance with Classifier of risks approved by the Board of Directors of the Company. 

When identifying risk the following information is determined:

· Name of risk;

· Description of risk;

· Sources of risk;

· Risk owner, and person providing information on risk;

· Subdivision and branches;

· Key risk indicators.

Assessment of risks
Assessment of risk is a mixture of probability of risk and its materiality. Assessment of risk is performed with forecast horizon equal to 1 year.

Risk probability is an expert certificate and determined by 5-point scale (see table 4.1). 

Table 4.1. Scale for determination of risk probability 

	Point
	Value, %
	Interpretation

	1 (Very low)
	1-7%
	Event most probably will occur not more frequently than once per 15 years

	2 (Low)
	7-20%
	Event most probably will occur  once per 5-15 years

	3 (Medium)
	20-50%
	Event most probably will occur  once per 2-5 years

	4 (High)
	50-70%
	Event most probably will occur next year-two years

	5 (Very high)
	>70%
	Event most probably will occur next year


Materiality of risk has two scales: financial and reputational. 

Materiality is determined on the basis of scenario analysis. Minimum three scenarios (pessimistic, optimistic and basic) which are incompatible, that is cannot occur simultaneously, are build for each risk. Each of scenarios is weighed by conditional probability as a percentage (probability of occurrence of particular this scenario in case risk has realized). Under condition of incompatibility sum of all conditional probabilities for this risk should amount to 100%. Materiality in Rubles and influence on reputation by 5-point scale are determined for each of scenarios (see table 4.2).

Table 4.2. Reputation scale for assessment of risk materiality 
	Point
	Interpretation

	1 
	Occurrence of risk virtually will not influence on reputation 

	2 
	Occurrence of risk will result in deterioration of reputation and low churn

	3 
	Occurrence of risk will considerably influence on reputation, will result in middle churn 

	4 
	Occurrence of risk will considerably influence on reputation, what will decrease investment rating and value of shares by 5-15%

	5 
	Occurrence of risk will considerably decrease investment rating, break value of shares more than by 15%


Materiality of risk has two certificates:

· Average damage being calculated as expectation of distribution of damage (in financial and reputation indicators) according to three and more scenarios;

· Value-at-Risk (VaR) (value at risk) is a damage (in financial and reputation indicators) which will not be exceeded with a probability of 95%.

Thus, risk has one estimate of probability and 4 assessments of materiality: average damage and VaR by two scales: finance and reputation. 

4.2 Development and implementation of risk management measures 
Risk management measures may be divided into 3 categories:

· Optimization of risk is procedures influencing on probability or materiality of risk.

· Transfer of risk is transfer of whole or a part of risk based on the contract from one party to another. 

· Aversion of risk is a termination (or a replacement) of processes which comprise risk.

Risk management measures should be complemented with the following information:

· Person and subdivision responsible for implementation of measures;

· Term of implementation of measures;

· Periodicity of implementation of measures;

· Additional budget for implementation of measures;

· Status of implementation of measures;

· Actual period of implementation of measures;

· Reference to documents confirming fact of implementation of measures;

· Residual risk after implementation of complex of measures.

4.3 Monitoring of risks
Monitoring of risks consists in control over level of risk. This is achieved by means of updating on regular basis (quarterly) information on risks, risk management measures, status of implementation of measures, as well as by means of tracing of values of key risk indicators having been developed earlier at the stage of identification and assessment of risk.

Tracing of key risk indicators of all subdivisions (business-processes) of the Company is performed by the subdivision of internal control, audit and risk management on regular basis depending on significance of risks and level of taking decision on risk. 

5. Architecture of risk management system 

5.1 Risk management levels
Management of risks is multilevel in the Company. 

Multilevelness of risk management is divided into two categories:

· Multilevelness according to the corporate governance levels complies with the corporate structure of the Company. There are 2 levels of governance of the Company:

· Executive apparatus of the Company (EA);

· Branches of the Company.

· Multilevelness according to the organizational governance levels complies with goals of operational governance and divided into 3 levels:

· The Board’s of Directors level (decisions on risks are taken at the Board’s of Directors level;

· The Management Board’s level (decisions on risks are taken at the Management Board’s level or the General Director’s level);

· Linear management level (decisions on risks are taken by Heads of functional subdivisions (participants and Heads of business-processes)).

For each of the risk management system levels there is decision threshold, which is a threshold risk value when exceeded, the decision on risk is transferred to the higher level according to the following principles:

· For linear management (business-processes) level decision taking is transferred to the General Director’s (Management Board’s) level;

· For the General Director’s (Management Board’s) level decision taking is transferred to the Board’s of Directors level.

5.2 Organizational structure of risk management 
Organizational structure of risk management corresponds to levels of the Company management. 

· Functions related to coordination of risk management processes, collection of information, consulting of risk owners on methodology of risk management are exercised in the Company by coordinators of RMS as members of the subdivisions of internal control, audit and risk management.

· Coordinators of RMS are the persons responsible for collection of the information on risks appointed in the Company branches. 

Coordinators of RMS of branches and the Company perform their activity on the basis of unified standards and methods. For the purpose of the effective risk management at all levels of management interaction between coordinators of RMS is regulated by the unified regulation on interaction of coordinators of RMS. 

Coordinators of RMS in branches are functionally accountable to coordinators of RMS of the Company management level. This allows operatively to exchange information for taking decisions on decrease of risk level at all levels of management.

At the Company’s level the decisions on risk management are made by the General Director (the Management Board).

5.3 Roles and responsibility of participants of Risk management system 
Roles and responsibility are distributed in accordance with the following principles:

· The General Director (the Management Board) of the Company bears responsibility for effective risk management, as well as for approval of budget for risk management measures in the Company. Directors of the Branches bear responsibility for effective risk management at lower levels of the Company management.

· The General Director (the Management Board) of the Company bears responsibility for solving of cross-functional (inter-process or those being fulfilled simultaneously by several functional subdivisions) problems related to risk management, as well as budgeting for risk management measures.
· Heads of subdivisions (Heads and participants of business-processes) bear responsibility for timely identification, assessment of risks, development and implementation of measures, monitoring of risks at all levels of management. Heads of those subdivisions (business-processes) on which goals the being considered risk influences directly are appointed to be the owners of risks.

· Coordinators of the risk management function (Coordinators of RMS) bear responsibility for methodological support and coordination (timely collection of information) of all risk management processes, as well as timely and full providing all interested parties (including the Management Board, the Board of Directors) with information on risks at all levels of management.

The Committee for Audit (the Board of Directors) supervises risk management efficiency.

Table 5.2. provides brief description of distribution of roles and liabilities of participants of the RMS.

Table 5.2. Roles and liabilities of participants of RMS 

	Participant
	Role
	Functions and responsibility 

	The Committee for Audit under the Board of Directors  
	Controller
	· Supervision over risk management efficiency.

	The General Director (the Management Board)
	Guarantor
	· Organization of effective risk management within the frameworks of its own structural unit. 

· Approval of budget for measurements.

· Approval of the Register of risks of the Management Board’s level.

· Approval of the Register of risks.

· Budgeting for measures.

· Settlement of disputable situations.

	Subdivisions (Heads and participants of business-processes)
	Performers, owners of risks 
	· Revelation and assessment of risks.

· Development and implementation of measures.

· Dully transfer of information on risks and measures to Coordinators of RMS.

· Fixation and transfer of information on occurred risks.

	Coordinators of RMS 
	Methodologist-coordinator
	· Coordination of risk management processes.

· Training and consulting on methods of risk management processes.

· Support and development of methodological and regulatory base of RMS.

· Information support of collegial bodies taking joint decisions on risks.

· Providing all interested parties with information on risks. 


5.4 Information support of risk management system 
Information on risks is used in the process of taking decisions. This principle means that information on risks, their amount, current and possible measures on risk management is available and may be submitted at first request (if any ground of such information use) to any Head, specialist within the frameworks of his/her competence. 

Information on risks should be contained in the form of data base implemented on any communication platform (and by means of MS Office as well). Data base on risks is the whole spectrum of associated information which may be represented as the Register of risks and certificates of each of risks.

Taking decision on extend and level of automation of risk management process is subject to the General Director (the Management Board) of the Company.

6. Reporting on risks 
6.1  Regulatory documents and standards 
Regulatory base of RMS is built basing on provisions of this Policy, agrees and does not contradict it. 

Regulatory base of RMS is formed for each of 2 levels of the management: 

· Executive Body of the Company
· Branches.

Table 6.1 provides mandatory
 list of documents of RMS and their purpose.

Table 6.1. Mandatory list of regulatory base of RMS 

	Document
	Purpose of document 

	Risk Management Policy
	Main principles of organization, implementation, and control of risk management processes.

	Classifier of risks
	Description of areas of risks which may be concretized by means of itemization of information on objects subject to these risks, subjects of influence of risks, terms, regulatory acts, projects, counterparty and other relevant information providing full explanation of considered risk area.

	Regulation on risk-appetite and decision threshold
	Formalization of risk-appetite, thresholds of division of levels of taking of decisions on risks.

	Methodological recommendations on risk management 
	Description of approaches and methods of holding the procedures of identification, assessment of risks, development of measures on risk management.

	Regulation on risk management
	Description of procedure, terms, persons responsible for holding procedures within the frameworks of the risk management system. 

	Reporting forms on risk management
	Forms of providing information on risks from subdivisions, as well as forms of reporting on risks for interested parties.


6.2  Minutes and reports 

Reporting of RMS provides solving of risk management problems and intended to full and transparent exchange of information on risks and informing in compressed format persons taking decisions.

Table 6.2 provides basic list of reporting documents and their purposes.

Table 6.2 Reporting documents of RMS 
	Reporting document
	Filled in by
	Purpose of document

	Register of risks
	Coordinators of RMS 
	List of risks containing key information on them.

	Certificate of risk
	Subdivisions (Heads of business-processes) together with Coordinator of RMS (if necessary)
	Document describing all relevant information on risk. It consists of the following main sections:

· Information on risk;

· Risk management measures;

· Occurred risks;

· Procedures of response to risk event;

· Key risk indicators.

	Map of risks
	Coordinator of RMS
	Graphic representation of level of risk significance. It is graphic according to which risk probability is plotted on the abscissa, and its integral metric of materiality is plotted on the ordinate.

	Presentations for the Management Board, the Committee for Audit etc.
	Coordinator of RMS
	Presentation materials in MS PowerPoint format containing main information on risks and status of risk management process, current and future tasks in the field of risk-management.


6.3  Assessment of risk management efficiency and key risk indicators 
Assessment of risk management efficiency is performed in the Company basing on:

· Analysis of risk assessment change dynamics;

· Analysis of integrity and completeness of actions on risk mitigation;

· Dynamics of change of key risk indicators (KRI). 

KRI is an indicator specifying factor (source) of risk, herewith in general is not its assessment. 

KRI is developed by risk owners and approved by the General Director (the Management Board).

For the purpose of assignment of responsibility for achievement of target values of KRI they may be set as Key risk indicators of efficiency of managers and subdivisions.

Control over correctness of calculation of KRI is performed by the subdivisions of internal control, audit and risk management.

� List of regulatory documents of RMS may be added by other necessary documents 
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